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Overview of Infrastructure Regulation Many critical infrastructures are subject to regulatory requirements that
have the effect of making the system more resistant to attack, even though they are aimed at reducing
vulnerability to natural or accidental threats. For example, natural gas mains are required to be buried below
ground. Burial protects them from ordinary threats such as storms or vehicle accidents; and it incidentally
makes them less accessible to saboteurs. In fact, the more densely populated the area they go through, the
deeper they are required to be buried. Similar examples are found in other infrastructures. Electrical
substations are required to be fenced and locked, primarily to protect the public from accidental electrocution
but also to prevent vandalism. Transmission line towers are built to exacting technical standards to prevent
wind damage. Their robust construction also makes them generally more difficult to knock over, by whatever
means. Certain types of protection are required for watersheds and surface water reservoirs that serve as
drinking water supplies. These are primarily aimed at preventing contamination of drinking water supplies by
pollution from runoff, migration from hazardous waste sites, or other types of conventional industrial
pollution. These and other standards that provide incidental protection from hostile acts are concerned
exclusively with physical threats. Protection from cyber threats was not found to be addressed among the
regulatory systems surveyed. 2. 2. 2 Proposals for Regulatory Measures to Enhance Infrastructure Protection As
noted, at present there are few regulatory measures directed at protection of critical infrastructures from
hostile actions. Development of such measures will require careful review and analysis of costs, benefits, and
options for achieving the desired...
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